1

To investigate how schools could manage the development
of Digital Citizenship
across a child’s time at school as a key competency
and in the growing
context of BYOD (Bring Your Own Device)

Jane Culhane
Principal
Waimataitai School
Timaru
Term 2 2014

2

Acknowledgements
My sincere thanks for the hospitality, support and willingness to meet, and share, go to the
leadership teams and Principals, staff and delightful students of;
Colwood Elementary, Sooke, Victoria, BC, Frances Krusekopf, Principal,
École John Stubbs Memorial School, Victoria, BC, Garry Manhas, Principal,
and
Graham Arts, District Principal for Information Technology, Sooke District, Victoria, BC
My thanks also go to
 Eileen Piggott-Irvine, Victoria, British Columbia for her hospitality over the time of school
visits and for providing me with the school and personnel contacts, background information
and support for this investigation.
 Brent, Nikola and Jewel, and the staff of Waimataitai School
 Board of Trustees, Waimataitai School, Timaru
 Ministry of Education, Teach NZ

Executive summary
“chatting and socializing, engaging in self-expression, grappling with privacy, and sharing media
and information – are here to stay. Although the specific sites and apps may be constantly
changing, the practices that teens engage in as they participate in networked publics remain the
same. New technologies and mobile apps change the landscape, but teens’ interactions with
social media through their phones extend similar practices and activities into geographically
unbounded settings.” (Page 9 Boyd)
This paper shares experience gained in the implementation of BYOD at Waimataitai School and
the steps taken to provide strong digital citizenship awareness. It also discusses key
considerations in developing digital citizenship programmes, and cybersafety across a child’s time
at school and provides links with resources to do this.

Purpose
The purpose of this document is summarize the investigation made into the development of a
school-wide digital citizenship programme within the context of Key Competencies and Bring Your
Own device (BYOD) environment.
A term’s sabbatical leave was used to gain knowledge of current good practice, research and
investigation and development in thinking about the development and implementation of digital
citizenship programmes in the BYOD environment.

Background and rationale
Four key points influenced the choice of investigation :
Our own school’s planned trial implementation of BYOD at Year 7 and 8 level (2013) and
latterly Year 6 (2014).
Parental, community and societal concern about the potential for risk to students’ physical
and emotional safety in the absence of responsible digital citizenship behavior both outside
and inside the school environment.
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The need to ensure there is a cohesive and integrated approach to the development of
digital citizenship behaviours from the time children begin using online environments upon,
if not before, the commencement of school as a five year old.
The strong belief developing Digital Citizenship can best be seen as integral part of Key
Competency development and therefore should be seen as an ongoing development over
a child’s time at school.
Elearning, the online environment and managing it safely in schools, needs to be a partnership
between schools, parents and students, where we are supporting student’s to develop responsible
and safe behaviours, empowering them to take responsibility for their actions rather
than having to continue to place restrictions on their access. If children begin learning
responsible behaviour from an early age, we will be preparing them for their future but
also educating their parents and society.
Waimataitai School Vision;
A happy Wai Learner is a curious, respectful, motivated, reflective, team player
All students will leave Waimataitai School as successful students who have a high level of
attainment in literacy and numeracy and an ongoing desire to learn. They will have a desire to be
good citizens within whatever community they enter or belong to.
NOTE: Waimataitai School is also PB4L school. Having been the project for 3.5 years PB4L is an
integral part of our school culture. Students expect to be happy Wai learners who are curious,
respectful, motivated, reflective and team players. This culture is highly evident in the school.
We have an obligation to develop good citizens in all aspects of their lives, this includes the online
community and digital environments.
The Ministry through TKI, elearning community provides support for schools developing digital
citizenship; however this is, I believe is merely a starting point. There is a plethora of resources
becoming available online. What is needed is to utilize these in a coherent and progressive way.
For Digital Citizenship to be an integral part of children’s daily learning schools need to be exposed
to progressive resources and approaches on how to successfully integrate this into their
programmes as part of proactive curriculum implementation.
The key questions I am keen to address include;
How could schools manage the development of digital citizenship across a child’s time at school?
During this investigation I will promote the development of digital citizenship as part of key
competency development with a particular relevance to BYOD in school environments.
This sabbatical project provided me with the opportunity for professional refreshment through
research, visiting schools and other institutions as well as the necessary time to reflect and relax
taking time out from what is a very demanding and complex role, that of a primary school principal.
The opportunity to do this can never be understated or undervalued.

Methodology
Pre –investigation
Own School Experience
The ground work for this project commenced in 2013 as part of the
implementation of our schools own BYOD at the Year7/8 level. In preparation for this there was a
great deal of investigation into how schools were approaching BYOD implementation and what key
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factors needed to be taken into consideration. This proved to be extremely valuable and paved the
way for a very successful and smooth implementation as was attested to by staff, parents and
students when they were asked for their views almost six months down the track. The basic result
was it was not the issue everyone thought it would be. Students and parents therefore thought it
should be extended to the year 6 students the next year.
During the pre-implementation stage, staff, students and parents were surveyed widely about their
views regarding the proposed implementation including at what level, what types of devices might
be available and for the purposes of this project what their concerns were regarding students
having their own devices at school. (Copy attached for information Appendix 1 )
What became very evident was the huge issue and concern that parents
and whanau and to a lesser extent students had for safe and responsible
use. All parents in the school were surveyed and the results showed that
they felt there was a need for careful preparation for this approach across
the time at school and for it to be phased in progressively. They were very
aware that students needed to be supported to develop safe and
responsible use of the online environment and it was starting at very early
age. What was also clear was a need to support parents with this.
Taking on board all of the concerns of students, parents and staff, the staff then endeavoured to
develop draft guidelines to address these. Essentially they became the responses to the “what
ifs….”. Within this process there was also the development of an appropriate user agreement.
(copy Attached for information see Appendix 2)
Once these guidelines were prepared a session with staff was held where they were given all the
issues raised by students, by staff, by parents and also by issues raised in other school and then
using the guidelines attempted to find the answer. This was an extremely useful exercise as it was
practical and identified the need to refine some guidelines.
The guidelines and agreements were made available to parents along with an invitation to a parent
education evening run by our elearning team. The engagement rate of this was high and the
evening well attended and even some of the more sceptical parents left feeling informed and less
concerned. ( Guidelines attached for information Appendix 3)
Quote from initially reluctant parent.
Just to say you and your team have done a great job with all the effort you’ve put into looking at this whole byod
issue.
It was a very positive, informative presentation.
Spoke to J and C afterwards and chatted about a couple of things as well.
K ( child), of course, very keen to hear my thoughts. I’ve told her that under the conditions that have been outlined
I don’t think I have too much of an issue and if she wants to take her device, as long as M (Dad) is ok with it as
well, she could.
So you’ve brought me round!!!
Although the jury is out as to the impact of all this technology on this future generation in the long term.

BYOD was implemented in term 3 2013. All students were required to complete the Acceptable
Use form correctly with their parent’s agreement. Before the students were permitted to bring their
devices the team undertook a unit in digital citizenship and cyber safety. This unit included classes
reaching agreement about where their devices would be stored, what their concerns were and why
( the impact) and also what the consequences would be in the event of misdemeanours. Students
identified what the likely issues would be and what they considered to be a reasonable
consequence. These were collated from all the classes and a draft consequence sheet prepared
for their consideration and feedback. The consequence sheet was finalised. (a copy of
consequences attached Appendix 4)
The students felt strongly that everyone should be expected to be responsible and safe in their use
of the online environment as this was simply being a respectful team player (PB4L).

5

A contributing factor to the smooth transition into BYOD and the involvement of the students in the
implementation was the schools commitment to PB4L. The general acceptance and expectation
that we have positive behaviour at our school contributes significantly to how students respond to
initiatives and changes. Over their time at school the students have input into the progressive
development of expectations and consequences in the school. They know to ask….is it safe? Is it
fair? Is it kind? this has allowed them to reflect on and own their behaviour and actions and it
begins as a 5 year old new entrant.
The project is based on this understanding that we need to develop these skills, knowledge and
values from the time they begin school to develop responsible and safe digital citizens.
Time has been spent exploring resources, reading, researching and
reflecting on the need for this and how this might come about. What is
hoped is that this paper can act as resource for other schools to develop
their own approach, based on input from their students, parents and
staff to the development of digital citizenship over a child’s time at
school simply by seeing these as key competencies essential to their
development and future participation in society.
What is digital citizenship?
There are many definitions and there appears to be a movement away from the term digital
citizenship to citizenship as well as the more “kid friendly” and more easily understood and
acceptable term “safe and responsible use.”
Digital Citizenship can be understood as the skills, knowledge, and values required to be an
effective, ethical and safe user of ICT. NetSafe
"A digital citizen understands the rights and responsibilities of inhabiting cyberspace."
NetSafe defines a digital citizen as someone who:










is a confident and capable user of ICT
uses technologies to participate in educational, cultural, and economic activities
uses and develops critical thinking skills in cyberspace
is literate in the language, symbols, and texts of digital technologies
is aware of ICT challenges and can manage them effectively
uses ICT to relate to others in positive, meaningful ways
demonstrates honesty and integrity and ethical behaviour in their use of ICT
respects the concepts of privacy and freedom of speech in a digital world
contributes and actively promotes the values of digital citizenship.

Findings
Reading and research undertaken showed overwhelming support for the need to address digital
citizenship, safe and responsible use, whichever term is preferred, in an ongoing integral way in
the school environment as part of ongoing learning to ensure students are well equipped in the
online environment regardless of the physical be it school, home or out and about.
“Because Students have grown up in a society surrounded by digital technology, many teachers
see their students as digital natives who already know everything there is to know about
technology…. But the truth is, not all students are as technologically savvy as teacher might
assume.”
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“Over the years, users of technology have come together to interact with one another, creating, in
effect, a digital society…. (but) what are the appropriate behaviours in a digital society? How can
an individual learn what is appropriate and what isn’t?
Students need to understand the digital technology we currently use and will likely be using in the
future…. ( they ) should ( be able to) explore the frontiers and respect limits of these
technologies…. Recognize ( the technologies) possible effects on ( themselves) as well as
others,…(and) evaluate how (they) have used them… the focus ….. should not just be on
programs or technology itself, but also the appropriate use of technology: (it) should promote
digital citizenship. ( Ribble.M. and Bailey, G. (2007) Digital Citizenship in Schools. Cited in
National Canadian Protocol for Collaboration for Basic Education, Common Curriculum Framework
for Digital Citizenship for Schools ( draft) 2011. (page 5))
How students utilize highly connected mobile devises in an ongoing manner in their personal lives
impacts significantly on their school lives. As their skills and knowledge increases and transfers to
the school environment along with it comes the desire to be able to operate at this level with the
same access at school. They do not see this activity as having boundaries. The learning value
these technologies bring to educational contexts and now highly adaptable students, has forced,
and now requires, changes to pedagogical approaches within an increasingly global context.
There are huge pressures to incorporate what are now contemporary technologies to enable
communication and collaboration beyond the classroom, school and often country. All of this puts
huge demands on schools for funding, for infrastructure and also ways to manage
this in an educative way. The need to develop collaboration, communication,
critical thinking skills and creativity are all key competencies required for students
to develop over time. The challenges brought about by new technology means
schools must provide an environment which promotes confident, and safe and
secure use of technologies and responsible behaviour in an increasingly unknown
context simply due to the nature of progress.
The further implication of BYOD ( Bring your Own Device) means that students have access to the
same device used at school, 24 hours a day, seven days a week bridging formalised learning with
informal learning setting. This ubiquitous learning means that learning can no longer be delineated
as only occurring within school but multi-environmental and life-long. This single platform for
learning increases student connectivity, creativity and confidence. (Page 44 Alberta)
Developing Digital Citizenship – How to do it
It is no longer enough to prevent access to certain content or sites as this is neither empowering
nor educative. Limiting access to digital technologies in educational context fails to serve students,
given that in their other life, beyond the boundaries of school they continue to reside in pervasively
connected, highly mobile digital environments. We need to develop and build the knowledge and
skills to effectively manage challenge in cyberspace. Students need to be guided to do this from
the young child to the graduate so that they can participate fully, safely and responsibly in a digital
society.

NetSafe has provided a development model to explain the necessary journey in developing digital
citizenship. The three components provide a student centred pathway from a protected
environment to a independent self-managing stage. Known as LGP Learn: Guide: and Protect, it

7
emphasises the need for teachers to develop their capability to act as an effective guide through
students development of digital citizenship. http://www.mylgp.org.nz/

Figure 1.

The writer has used licence in Figure 2 to superimpose ( in red) the place of key competencies
from New Zealand Curriculum following on from Te Whariki, upon the model.
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Figure 2.
Embedding concepts of digital citizenship and Cybersafety as key competencies throughout
classroom programmes and the wider school context will enable young people to develop the
capacity to make good choices online, choices that will allow them to be safe, empowered, caring
and responsible when they are learning and interacting online in and out of school.
It appears that simply raising awareness of safety issues is not enough to lead to students to being
able to responsibly self-manage, they must be afforded the opportunities within real contexts in
their ongoing learning. Therefore ongoing contextual application in the classroom is needed to
develop the values, skills, and competencies required for internet safety and digital citizenship to
allow for transfer to all contexts.
In essence, students are more likely to learn successful strategies for dealing with the challenges
that technology use presents, by using the technology themselves. Students learn by doing and in
technologies case, using. They need to experience a range of strategies and exposures in a
protected environment, to be able to get support from their peers and knowledgeable and informed
teachers or adults so that they learn to resolve the issues as they come upon them . By being
supported in this way they will gain independence and become self-managing.
If we want students to be able to use a social network, or blog successfully both in an educational
context and beyond, then we should assist them to do so, not by telling them how to blog safely,
but by showing them how to, and encouraging them to do so in a learning context. Mechanisms to
assist this are now more readily available in the educational context for example KnowledgeNet,
Moodle and Ultranet which can all, through their design, gradually increase the level of responsibly
students get regarding their interactions from a totally secure, to a fully open environment.
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The online environment offers a hugely unknown and foreign environment to many as information
can be actively sought and passively received. Managing this content and communication raises
huge issues for schools, institutions and of course parents, and with it comes a fear and
sometimes paranoia.
Many schools have attempted to control what students are exposed to whilst in the school
environment however this is not possible outside of the school environment. This provides a
dilemma. Whilst we may keep students “safe” in the school context does content management
really prepare students for the outside school context? The answer is clearly no. So ultimately we
need to be preparing our students for all environments by developing in them safe practices, skills,
attitudes and values to be responsible and safe citizens regardless of environment. This is a
lifelong and wide process and for the best outcome it needs support from their parents, families
and whanau. This is why all stakeholders input into this area is essential, the students, the staff,
the parents and the community as we shape these attitudes and values to allow students to
become fully self managing and responsible and safe citizens.

Stake Holder Input – students, family, whanau, staff and community
Stake holder input is essential for the success of
any programme supporting the development of
digital citizenship and Cybersafety, without it,
learning may well be irrelevant and disconnected.
Fundamental to this is the need for students to
have input about their realities and issues
accompanied by their family and whanau input.
Schools need to develop an authentic
understanding of the realities and challenges
which students face in the use of the online
environments they interact with. It is therefore
essential that students are involved and consulted
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about digital citizenship and online safety issues to allow them input about what they think is
important. This student voice, what kids think and know, is vital in understanding the needs of,
and challenges faced by digital citizens in any school community.
By addressing student perspectives on digital technology issues schools can produce a culture
where students feel they have been listened to and be more motivated to contribute positively to a
culture that is collaboratively defined and accountable.
Parents, family, and whanau need to be informed about the opportunities and challenges that
digital technology brings and know how to support their children to manage these. (page 34,
Bullying Prevention and response MOE). Not only is this essential to allow them to support their
children but also to keep them safe by providing consistent guidance and positive role modelling
at home, reflecting the skills and values being taught at school. This will increase the chances of a
positive outcome for students. To achieve this family and whanau's knowledge and opinion about
digital citizenship and internet safety issues at school and at home should be actively sought and
formally assessed.
Schools also need to provide leadership here by pro-actively communicating with their community
around digital citizenship matters. Schools can also assist parents and whanau by giving them
access to information and training. Examples of this could be by promoting the use of parent
specific learning resources like those provided by NetSafe, by hosting information evenings,
provision of links to supporting websites in newsletters on school websites. Schools will have
many innovative ways to support their community. Ultimately the more information people have
the better prepared they are to be supportive and proactive in working with online environments.
Staff input
As with any innovation, change or implementation within the school environment the success is
largely dependent on staff buy in and input to the decision. The difference in the area of
technology is that development and use is not solely happening at school and whilst individual
staff members may be at various stages of engagement with technology themselves, students are
likely to be well engaged and informed outside of school about the limitless possibilities of
technologies use and particularly for communicating.
Staff knowledge and understanding about the capabilities of digital technology and what students
are able to do needs to be kept informed and live. This can happen through formal professional,
learning or by simply being aware of student activity and asking them about how things work. It
does however need to be accompanied by clear understanding of the potential of misuse. Being
aware of the potential of misuse and risks can assist them in ensuring students are developing
proactive and responsible on line behaviour. If development of responsible use begins at an early
age this behaviour will become an inherent part of key competency development over time
developing responsible digital citizens and therefore minimise the likelihood of negative behaviour
in the future.
Teachers need to be familiar with what it means to be a successful digital citizen, and ensure that
they are comfortable in providing support in these areas. Ensure that it is clear how digital
citizenship values can be easily incorporated with the values and competencies of the NZC
(NETSAFE)
So what is the content? (see also Appendix 6)
The objective of a successful digital citizenship programme is to develop school leavers who are
capable of managing their own online safety.
To develop successful digital citizens in the future we must cultivate online safety skills and digital
citizenship values in the course of authentic, contextual learning in the classroom. We are
fortunate also that the values and competencies of digital citizenship and cybersafety can be
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directly referenced to the NZ Curriculum. This gives a clear mandate and obligation as digital
technology advances in the future.
Vision ( page 8 NZ Curriculum)
Seize the opportunities offered by new knowledge and technologies
Effective users of communication tools (connected )
Active seekers users and creator of knowledge (Lifelong learners)

Health and Physical Education – describe and use safe practices
in a range of contexts and identify people who can help. – rights
responsibilities and laws
We want students to;










Learn effectively, safely and responsibly online
Make Safe and responsible use of technologies
Develop Digital literacy, critically evaluate, analysing
information critically,
Make decision’s based on accurate and current information
Make appropriate selection and use
Respect information sources and diverse perspectives, honouring intellectual
property and privacy rights
Communicate effectively, expressively and responsibly
Be in a safe learning environment

To achieve this effectively throughout a student’s schooling class programmes need to reflect a
progression of skills at the appropriate age for students based on their activity and engagement
levels. Students will develop digital literacy and citizenship through experience. They therefor need
access to technology that is similar to what they will experience outside of school or accessing.
The focus of digital literacy and citizenship initially focuses on providing a wide range of
experiences and learning opportunities in an environment that offers them both reasonable
protection and ongoing adult guidance. (see figure 2). Alongside this is the ongoing development
of key competencies and values which children and later young people need to develop to
effectively and successfully utilise digital technologies in a safe and responsible way. There will be
a progression where students are likely to be using a range of technologies often with specific
instructions and close monitoring by adults. This will evolve into a developing increase in
independence and decrease in monitoring and guidance as also demonstrated in figure 2.
Following on from this initial stage of dependence an effective digital citizenship development
programme will need to be responsive to the growing independence and increasing social
awareness of students. It is anticipated that this will be at an earlier and earlier age as technology
becomes such an integral part of our lives. At all times the programme will build on the existing
skills and knowledge of students. They will be exploring increasingly more complex online
contexts, with reduced, and sometimes without, adult supervision. The emphasis is now upon
guidance rather than supervision within increasingly authentic learning experiences, developing
independence and self-management. This is the time that schools and teachers will need to be
very aware of the need to consider the provision of these authentic online learning opportunities
and the increasing likelihood of students' being exposed to risk. The choice of resources and
contexts becomes crucial to the success of the learning.
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How can this be achieved?
Direct classroom activity, in the form of programmes or 'teachable moments', provides an excellent
opportunity for appropriate teaching and learning and therefore builds capacity and support for
students’ cybersafety and digital citizenship. Careful thought needs to be given to implementation
and ensuring essential learning is covered at the appropriate age and stage for students. This will
be determined largely by their actual experience and much of this may well be from out of school
exposure. Establishing this is essential. This will be quickly identified as those with much
exposure will be quick to show others how to do things and offer to help the teacher problem solve.
Included in the references and appendixes of this paper are examples of content, progressions
and lessons which may be useful for teachers to expand upon in developing appropriate
programmes for their students’. I cannot express strongly enough that the development of digital
citizenship should begin when a child is first exposed to technology and in the school context from
the time they begin school so that behaviour becomes an innate way of acting in the online
environment regardless of context.
Implications
As well as having teachers committed to develop effective digital citizens school leadership needs
to be involved and take a leading role in supporting and seeking from students, staff and parents
what the issues and needs are in the area of digital citizenship so there is input and ownership of
future actions. We need to be working together to develop strong and positive digital citizens. This
needs to be a long term direction.
We need to provide active direction and guidance with students. With technology, we cannot
assume that everyone knows what is appropriate and what is not… even when students are
comfortable with technology and using technology they may
not be using it appropriately.
We need to support our parents and whanau with parenting
digital children and teenagers, if we don’t we will continue to
have issues which cross into school and foster negative online
behaviour.

And a few final notes… not to be ignored, but further
explored
A timely reminder for teachers
Teachers are vulnerable to the same issues faced by all others
in our digital society, they are however under more scrutiny
than most and need to be extremely aware of their online
behaviour and activity, the boundaries that remain between
parents and teachers and students and teachers and also
about anything they personally place in the online environment
particularly on the internet, social media, texting and
email. The New Zealand Teachers Council has
provided advice in this area.

http://www.teachersandsocialmedia.co.nz/
Teacher’s need to ensure they have;
 Clear boundaries for appropriate means and time for communication with students
 An awareness of every individuals growing online footprint and the associated risks
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A strong understanding of appropriate communication between students and parents

Bullying and digital Citizenship
Once a bullying comment, video, graphic or other harmful media
element is released on the internet, the material is nearly impossible to
retract as it may be copied into other repositories across the Internet.
Consequently the victim may lack a vehicle for escaping a sense of
being bullied ongoing, thus exacerbating psychological effects. It has
potential to be there forever, 24/7.
Bullying prevention and responses page 57
From a prevention perspective, teachers can promote good digital
citizenship by;
 Promoting safe and responsible use of technology in the
classroom
 Developing ‘class contracts’ (writer would suggest school wide
for consistency and monitoring reasons)with students that
include appropriate behaviour online and on cell phones,
including outside of school time
 Teaching students how to avoid making themselves vulnerable online for example, by not
posting inappropriate photos of themselves
 Ensuring all students understand their school’s ICT Use agreements
 Making sure parents and whanau are informed about cyberbullying.
This section then goes on to describe scenarios, frequently asked questions and what responses
to situations could be. It is useful to teachers and parents.
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And Finally …..
The opportunity for this sabbatical has benefited the writer both professionally and personally.
It has provided the opportunity;
 for personal and professional refreshment, research, reading and reflection.
 to investigate, observe and discuss programmes and strategies being used by schools
 to develop an information base for the further development of policy and practice for our
students.
 to visit a range of schools giving them the opportunity to discuss and evaluate what other
schools are doing.
 to access and examine information with the hope of strengthening the quality of leadership the
writer can offer their staff and school in supporting at risk students in the school environment.
 Enabled the writer the opportunity to provide a basis for sharing valid information with local
schools who have all expressed concern at the number of students being stood down and
suspended in our local area., with the view to looking at exploring possible support systems for
these students within the school environment.
The writer is grateful that they were afforded this opportunity and recommend this practice as a
way of supporting and enhancing the education profession, it challenges the thinking of the
individual engaged in the sabbatical as well those they undertake to work with, this is surely
beneficial for all.
Vodafone ……
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Appendix 1

BYOD Parent Survey
Summary
A good response rate 47% was achieved with this survey, which indicates the level of interest
and thought parents and caregivers have around online access.
The majority of children have access to a mobile computer device at home.
The most common devise is an ipod, followed by an ipad, although figures are not accurate.
Of those who returned the survey 59% said they would permit their child to bring a device to
school and this increased with the age of the child. A similar number said they think students
should have their own computing device.
Ipads were seen as the most popular choice to have at school with many reasons given.
The majority of students have access to broad band at home
A large group of parents/caregivers (60% of respondents) indicated they would attend an
information session on this area. This is a significant response in comparison to the past
parent sessions. Most would prefer an evening session.
Many parents (72% of respondents) indicated they had concerns around the online
environment and what the children were accessing, who they were interacting with and
supervision in general was by far the largest concern. Cost, safety of devices and the impact of
increased use on engagement and social interaction featured strongly also.
1. Does your child have access to a mobile computing device in the home?
E.g. ipod, ipad, cell phone (internet capable), tablet.
LT1
LT2
LT3
LT4
total
Y
N
Y
N
Y
N
Y
N
Y
N
14
7
29
10
36
11
46
3
125 31
2. If so what type of device is it? ( not fully completed by respondents in
many cases, not reliable if you consider the above)
Ipod

4+6+20+26= 56

Ipad

1+6+13+15= 35

Cell phone

6+6+10+9= 31

Laptop

2+6+7+9= 25

Computer

2+2+2+2= 8

Tablet

3+3+2= 8

3. If the school revised its current policy to allow students to bring their own
device (BYOD) to school, would you allow your child to bring one to school
and use it?
LT1
LT2
LT3
LT4
Total
Y
N
Y
N
Y
N
Y
N
Y
N
7
10
15
14
29
13
26
16
77
53
4. Do you think that students should have their own computing device?
LT1
LT2
LT3
LT4
Total
Y
N
Y
N
Y
N
Y
N
Y
N
8
10
16
10
28
10
25
15
77
45
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Comment
Bullying might start, handwriting, maturity
5. If we allowed students to bring a device to school which device do you
think it should be? Why?
Ipad 49 Something robust, ipad or laptops easier to use sizewise, cost,
affordable internet and apps, storage, access, size can’t put in
pocket and forget about it,
Android tablet 24 compatibility
Ipod

16

Laptop

12

Any school thinks 7
Mac book 1
Cell phone 0
Concerns Peer pressure, vandalism, breakages
6. Do you have access to broadband at home to allow quick access for
research and home learning?
LT1
LT2
LT3
LT4
Total
Y
N
Y
N
Y
N
Y
N
Y
N
16
5
33
3
39
2
47
9
135 19
7. Would you attend an information session on this whole topic?
LT1
LT2
LT3
LT4
Total
Y
N
Y
N
Y
N
Y
N
Y
N
16
4
26
6
32
10
34
15
108 35
8. If you indicated you would attend an information session on this topic,
when is best? (circle)
After school
Evening
Other
27
72
3
9. Do you have any concerns about student safety online (cybersafety), e.g.
facebook, texting, email, other?
LT1
LT2
LT3
LT4
Total
Y
N
Y
N
Y
N
Y
N
Y
N
12
7
27
5
27
14
37
14
103 40
10. If you have concerns, what are they?
The following were themes of issues raised.
Bullying, cyberbullying, supervision, who they may be talking to online, broken,
stolen, security, inappropriate exposure, peer pressure, privacy, texting,
facebook, pop ups, predators, dodgy content, chatrooms, lack of interaction
socially important interact face to face, unsocial, obsessions with sites,
youtube clips, expense, distractions, haves and have-nots, parents not
supervising, social media, more research skills needed, time wasting,
dependence, hackers,
Tighter control on what is on memory sticks
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Examples of student consequences
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What Students need to learn, know and understand
Andrew Churches UNDERSTANDINGS THAT NEED TO BE ESTABLISHED
Digital identities – as we communicate, create and collaborate on line worlds progressively building a
digital identify. This remains public across many years, whether positive or negative at school or beyond.
We need to guide youth to build digital identities that serve them well for the future.
Privacy – the nature of privacy is changing – any act in public has the potent to become a part of the
internet’s digital store.
Digital etiquette – standards of conduct within digital contexts.
Digital law – if it is illegal offline it is illegal online including plagiarism, copyright, theft of identity, material ,
hacking harm, not protecting information and not indicating ownership/rights.
Safety – bullying – anywhere/anytime, permanence, once posted and access to a global audience.
Digital security risks.. protection of data and information and it’s correct use
Digital health and wellness .. ensuring that health and wellness is considered in the frequency and duration
of use of technologies
Respect and Protect Yourself: Digital Well-being
• Digital Security: Electronic precautions for self-protection
• Digital Rights and Responsibilities: Freedoms extended to those in a digital world
• Digital Health and Wellness: Physical and Psychological well-being in a digital world
Respect Yourself and Protect Others: Digital Interactions Educate yourself / Connect with others
• Digital Communications: Electronic exchange of information
• Digital Etiquette: Standards of conduct or procedures online
• Digital Access: Full electronic participation in society
Respect and Protect Intellectual Property and other Property: Digital Preparedness Protect yourself and
protect others Digital Law: Responsibility for actions and deeds using electronics



Digital Literacy: Process of teaching and learning about technology and the use of technology
Digital Commerce: Online buying and selling of goods
Digital Citizenship policy development guide ( page 37)

We need to remember the following factors;





Persistence ( what is posted remains indefinitely)
Search ability ( easy to find using common search terms)
Replicability ( one can copy and paste the information into new contexts)
Invisible audiences – (we have minimal control over public and private messaging)

26
Examples
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NETSAFE
An initiative called "The Digital citizenship Project" has put together a framework for teaching
digital citizenship skills in the classroom. The framework draws on a definition of successful digital
citizenship from NetSafe's learn guide protect framework, married with the idea of age appropriate
skills and values, into a matrix of units to help guide teachers who want to formalise a programme
of study around digital citizenship. The project is being assembled on wikieducator, and you can
view its progress here http://wikieducator.org/Digital_Citizenship One of the aims of the project is
to develop a self- paced learning tool for students, to give them access to effective guidance at any
time, to support their development as successful digital citizens.
Netsafe now provides a series of online surveys to help evaluate and establish what the next steps
in development should be. Netsafe.org.nz/the-kit
DIGITAL LITERACY AND CITIZENSHIP CURRICULUM – Standards Alignment Chart
Commonsense Media

https://www.commonsensemedia.org/sites/default/files/uploads/pdfs/

K-2
Going Places Safely

A-B-C Searching

Keep It Private

Sites I Like

My Creative Work

Powerful Passwords

Sending Email

My Online Community

Staying Safe Online

Things for Sale

Follow the Digital Trail

Show Respect Online

Screen Out the Mean

Writing Good Emails

Using Keywords
Grades 3-5
Rings of Responsibility

You’ve Won a Prize!

Private & Personal

How to Cite a Site

Information

Picture Perfect

The Power of Words

Talking Safely Online

The Key to Keywords

Super Digital Citizen

Whose Is It, Anyway?

Privacy Rules

Strong Passwords

What’s Cyberbullying?

Digital Citizenship Pledge

Selling Stereotypes
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Grades 6-8
Digital Life 101

Which Me Should I Be?

Strategic Searching

Gender Stereotypes Online

Scams & Schemes

Trillion Dollar Footprint

Cyberbullying: Be Upstanding

Identifying High-Quality Sites

A Creator’s Rights

Reality of Digital Drama

My Media

Cyberbullying: Crossing the Line

A Creator’s Responsibilities

Rework, Reuse, Remix

Safe Online Talk
GRADES 9-12
Digital Life 102

Internet Privacy?

Oops! I Broadcast It on

Becoming a Web Celeb

the Internet

College Bound

Copyrights and Wrongs

Private Today, Public Tomorrow

Feeling On Display

Does It Matter Who Has Your Data?

Turn Down the Dial on

Breaking Down Hate Speech

Cyberbullying and Online Cruelty

Retouching Reality

My Online Code

Collective Intelligence

Who Are You Online?
Building Community Online
Overexposed:
Sexting and Relationships
Risky Online Relationships
Rights, Remixes, and Respect
Taking Perspectives
on Cyberbullying
What’s the Big Deal About
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DIGITAL LITERACY AND CITIZENSHIP CURRICULUM – Standards Alignment Chart
Commonsense Media

https://www.commonsensemedia.org/sites/default/files/uploads/pdfs/

K-2
Going Places Safely

A-B-C Searching

Keep It Private

Sites I Like

My Creative Work

Powerful Passwords

Sending Email

My Online Community

Staying Safe Online

Things for Sale

Follow the Digital Trail

Show Respect Online

Screen Out the Mean

Writing Good Emails

Using Keywords
Grades 3-5
Rings of Responsibility

You’ve Won a Prize!

Private & Personal

How to Cite a Site

Information

Picture Perfect

The Power of Words

Talking Safely Online

The Key to Keywords

Super Digital Citizen

Whose Is It, Anyway?

Privacy Rules

Strong Passwords

What’s Cyberbullying?

Digital Citizenship Pledge

Selling Stereotypes
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Grades 6-8
Digital Life 101

Which Me Should I Be?

Strategic Searching

Gender Stereotypes Online

Scams & Schemes

Trillion Dollar Footprint

Cyberbullying: Be Upstanding

Identifying High-Quality Sites

A Creator’s Rights

Reality of Digital Drama

My Media

Cyberbullying: Crossing the Line

A Creator’s Responsibilities

Rework, Reuse, Remix

Safe Online Talk
GRADES 9-12
Digital Life 102

Rights, Remixes, and Respect

Oops! I Broadcast It on

Taking Perspectives

the Internet

on Cyberbullying

Copyrights and Wrongs

What’s the Big Deal About

Feeling On Display

Internet Privacy?

Turn Down the Dial on

Becoming a Web Celeb

Cyberbullying and Online Cruelty

College Bound

My Online Code

Private Today, Public Tomorrow

Who Are You Online?

Does It Matter Who Has Your Data?

Building Community Online

Breaking Down Hate Speech

Overexposed:

Retouching Reality

Sexting and Relationships

Collective Intelligence

Risky Online Relationships
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Digital Citizenship can be understood as the skills, knowledge, and values required to be an effective, ethical and safe user of ICT. NetSafe
"A digital citizen understands the rights and responsibilities of inhabiting cyberspace."
NetSafe defines a digital citizen as someone who:










is a confident and capable user of ICT
uses technologies to participate in educational, cultural, and economic activities
uses and develops critical thinking skills in cyberspace
is literate in the language, symbols, and texts of digital technologies
is aware of ICT challenges and can manage them effectively
uses ICT to relate to others in positive, meaningful ways
demonstrates honesty and integrity and ethical behaviour in their use of ICT
respects the concepts of privacy and freedom of speech in a digital world
contributes and actively promotes the values of digital citizenship.

Respect myself. I will select online names that are appropriate, I will consider the goodness of information and images that I
post online.
Respect others. I will not use technologies to bully or tease other people.
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skills and complexity builds over time and progressively

Years 0-2

Years 3-4

Years 5-6

Years 7-8

Relate to others online in
appropriate ways,

Be respectful when
communicating online, use
appropriate language

Know that many social networking sites are restricted to
people 13 yrs and older.
Always tell the truth about your age, there is a reason for
this.

Know and be able to explain the school’s internet
agreement

Kind words and good manners
online

Citizenship

Make appropriate comments on
line
Be respectful online

Tell where you got your
information from or if you
borrowed someone’s work.
State that words, ideas, music
and images belong to their
creator.

Use good manners
Know how to be good digital
citizen , know what the
expectations are and ask is it safe
is it fair is it kind?

State that authors and
illustrators own their works.
Only use good and appropriate
words when searching.
Only write kind and respectful
comments about other
people’s work.

Know that copying text, images or artwork from the web may
break copyright laws.
You need to check if you can use or borrow what belongs to
others. Be honest if it is not yours
Write down the author and title of anything you used but
didnot create.
Understand that some email and other seemingly important
messages are hoaxes and that virus can be sent via email
attachments , banners and popups.
Remember not everything you read is true, if you are unsure
don’t use it or ask for help.
Do not reply to, forward, a spam text or an email message
from someone unknown to you
Choose appropriate language when writing/commenting
online.
Treat other people and their ideas with respect.
If you don’t like the conversation or what is being said get
and tell someone, don’t say something your mother wouldn’t
like just because others are or want you to.
Anyone can write anything on the internet – know how to
verify information. Find out whether what is said can be
checked up to see if it is right.

Understand and be able to explain the concept of
copyright
Give credit to an information source by citing and
referencing sources.
Verify accuracy of information on the internet through
at least 3 sources – what is a reliable source/website?
Show respect when connecting with the world as global
learners, understanding that people from other cultures
may have different ideas from ours.
Develop appropriate communication policies and
protocols
Know appropriate ways of expressing their own views
and their comments about others,
Know that the audience may be wider and quite
different to the one they anticipated when comment
was written
Know that discussion can become informal and possibly
inappropriate –
Know what times of the day when communication
expected and advisable
Understand the nature of the internet as a commercial
business.
Know that we have a growing online footprint and the
associated risks
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Health and Safety

skills and complexity builds over time and progressively

Years 0-2

Years 3-4

Years 5-6

Years 7-8

Clean hands, keep food and drink
away from devices.

Use your first name, initials or
nick name and an avatar
instead if a photo when online.

Create an avatar for online use.

Understand how to create secure password- have different
types of passwords for different levels of security e.g school
documents/ online games

Carry devices carefully and put
them back where they belong
when they are not being used so
we know where it is.

Keep your password safe by
not sharing it with anyone but
your parents.

Only use your name, initials or a
nick name on line.

Know that people online may
not be who they appear to be

Know what to do if you see
something that makes you feel
uncomfortable or is not right

Be aware that photos and
words posted or sent on the
internet can stay in cyberspace
even when you have deleted
them.

Only play games or use apps that
your teacher or family have said
are ok.
Know you need to take a break
from using devices and get some
exercise.

Report anything to an adult if
feel uncomfortable or unsafe
Follow the internet safety rules
provided by your parents and
teacher .
Know you need to taker
regular breaks from being
online and it is good to keep
devices out of the bedroom.
Know how we can find a device

Understand how to create a secure passwordchange password if others find out what it is.
If someone is bullying you do not respond or reply,
keep all examples of bullying and report to an adult
Let someone know if chatrooms have been bullying
Have idea on how to get out of a chat room yo don’t
like. Using I statements.
Never meet anyone you have only met on the
internet.
Know how to block cellphone calls/messages from
unwanted users
Don’t reply to and delete emails from people
unknown to you.
Know that webcam and uploaded photos can be
recorded, copied and shared.
Remember if you send something through the
internet it can be grabbed and kept and copied.
Know that viruses can be downloaded when you
visit websites or open email attachments.
Know that too much time on devices can affect your
health in lots of ways.

Use the Privacy settings on your social networking sites
.
Ensure that people in your contact lists on social networking
sites are those that you know – block those that are unknown to
you.
Keep your cellphone number private – placing it on your social
networking site or giving it to someone unknown to you in the
real world can be dangerous.
Use shortcuts (altF4) etc.) to close popups – clicking on popup,
even to close it, can trigger a response.
Know your comments are not private and can remain in
cyberspace even after deleted.
Do not accept cyber bullying - protect yourself and friends by
reporting abuse and using blocking tools on social media.
Getting out of a chat group

